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1. INTRODUCTION

1.1.

PURPOSE OF THE DOCUMENT

AES 2 (HR Automated Export System) is an automated export system within which the processing of
export customs declarations is done. It is based on the electronic export customs declaration and
electronic exchange of data between the Customs administration and the trader.

For communication with the traders’ systems, we use the standard G2B service which is a part of the
common information system infrastructure of the Croatian Customs administration (IS CURH) in
charge of IS CURH business integration with the trader’s business applications on the principles of
exchanging business messages. G2B service is technologically realized as a web service (SOAP/HTTPS)

available over the Internet.

This document describes the specifics of G2B service related to the AES applications.

Technical specification of G2B service without details which refer to application-specific use (ex. NCTS,

AES, EMCS..)) is described in a separate document Technical specification of G2B service.

The figure below portrays the position of G2B service in the entire IS CU environment.
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domena EU domena externa
(zemlje Slanice) 4 domena
NTA Reference
(NCTS) Data
NTA I v
S &
NECA » Zajednicki servisi IS CU GZB }1
CCN 4 (infrastruktura) Servis ’U
’ mreza
Garancije [ A A ) Traders
\ v v
» Analiza
Garancije rizika
IS CU
\_ /
Figure 1. Architecture concept
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1.1. INDEX AND ABBREVIATIONS

TERM/ABBREVIATION DESCRIPTION

NCTS New Computerised Transit System

G2B SERVICE The purpose of G2B service is the exchange of electronic
documents between the trader and the Information system of
the Customs Administration (IS CU).

IS CURH Customs Administration IT

SOAP Communication protocol, independent of the platform, based
on XML that is used for the exchange of information between
the applications (Simple Object Access Protocol)

ECS Export Control System

EMCS Excise Movement and Control System
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2. Specifics of G2B service usage for AES application

In this chapter is the list of trader’'s messages of the AES application for export customs declarations

as well as the list of G2B service operations

are described.

2.1.

with which the specifics connected to AES application

List of AES application business messages for export declarations

Below is the list of business messages that are exchanged between the trader’s business applications
and the AES application for export customs declarations.

Incoming messages in communication with the trader

Export

No. | Message Message description

1. CC511C-MSG.ECS Export presentation notification

2. CC513C-MSG.ECS Export declaration amendment

3. CC514C-MSG.ECS Export cancellation request

4, CC515C-MSG.ECS Export declaration

Exit

No. | Message Message description

1. CC507C-MSG.ECS Arrival at exit

2. CC547C-MSG.ECS Manifest presentation

3. CC570C-MSG.ECS Re-export notification

4, CC573C-MSG.ECS Re-export notification amendment request
5. CC590C-MSG.ECS Exit notification

6. CC613C-MSG.ECS Exit summary declaration amendment
7. CC614C-MSG.ECS EXS/REN invalidation request

ISD

1. CC615C-MSG.ECS Exit summary declaration
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Enquiry

1. CC583-MSG.ECS Information about non-exited export

Outgoing messages in communication with the trader

Export

1. CC504C-MSG.ECS Export declaration amendment acceptance (IE513)
2. CC509C-MSG.ECS Export cancellation decision (IE514)

3. CC528C-MSG.ECS Export MRN allocated

4. CC529C-MSG.ECS Release for export

5. CC531C-MSG.ECS Expiry of timer for supplementary declaration notification
6. CC551C-MSG.ECS Export no release

7. CC556C-MSG.ECS Rejection from office of export

8. CC560C-MSG.ECS Export control decision notification

9. CC561C-MSG.ECS Exit control decision notification

10. | CC599C-MSG.ECS Export notification

Exit

1. CC521C-MSG.ECS Diversion rejection notification

2. CC522C-MSG.ECS Exit release rejection

3. CC525C-MSG.ECS Exit release notification

4. CC548C-MSG.ECS Manifest validation

5. CC557C-MSG.ECS Rejection from office of exit

6. CC561C-MSG.ECS Exit control decision notification

7. CC571C-MSG.ECS Re-export notification registration

8. CC574C-MSG.ECS Re-export notification amendment acceptance

9. CC604C-MSG.ECS Exit summary declaration amendment acceptance (IE613)
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10. | CC609C-MSG.ECS EXS/REN invalidation decision
ISD
1. CC628C-MSG.ECS Exit summary declaration acknowledgement (IE615)
Enquiry
1. CC582C-MSG.ECS Request on non-exited export
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2.2. List of G2B service operations

Below is the list of G2B service operations together with description of request and response

attributes.

Operation name Request Response
sendDocument SendDocument SendDocumentResponse
B2GDocument (version*) B2GDocument (version*)
RequestHeader (Id) RequestHeader (Id)
AppId AppId
TraderId TraderId
DelegatorId* DelegatorId*
TraderAppId TraderAppId
TraderMsgId TraderMsgId
Content (Id) ResponseHeader (Id)
DocType DocUuid
MimeType ReceiveTimestamp
Description Content (Id)
Data (Encoding) DocType
Signature MimeType
Description
Data (Encoding)
Signature
getSentDocument GetSentDocument GetSentDocumentResponse
AppId B2GDocument (version*)
TraderId RequestHeader (Id)
TraderAppId AppId
|DocUuid TraderId
| TraderMsgId DelegatorId*
TraderAppId
TraderMsgId
ResponseHeader (Id)
DocUuid
ReceiveTimestamp
Content (Id)
DocType
MimeType
Description
Data (Encoding)
Signature
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Operation name Request Response
ListSentDocuments | ListSentDocuments ListSentDocumentsResponse
AppId AppId
TraderId TraderId
TraderAppId TraderAppId
Corld SentDocumentslList[]
DocUuid
TraderMsgId
Description
Corld
DocType
ReceiveTimestamp
ListMsgBox ListMsgBox ListMsgBoxResponse
AppId AppId
TraderId TraderId
TraderAppId TraderAppId
CorId* MsglList[]
AckStatus DocUuid
DateFrom* Corld
DateUntil* DocType
ReceiveTimestamp
getDocument GetDocument GetDocumentResponse
AppId B2GDocument (version*)
TraderId RequestHeader (Id)
TraderAppId AppId
DocUuid TraderId
DelegatorId*
TraderAppId
DocUuid
Content (Id)
DocType
MimeType
Data (Encoding)
Signature
acknowledge Acknowledge AcknowledgeResponse
AppId AppId
TraderId TraderId
TraderAppId TraderAppId
DocUuid[ ] DocUuid[ ]
AcknowledgeTimestamp
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Operation name Request Response
echo Echo EchoResponse
Msg Msg
SeverTime

Table 1: G2B Service Operations

* Optional elements or attributes; [ ] marker for the list of attributes; () marker for attributes

In the tables below are listed specifics of completing/filling request and response attributes.
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Attribute Request

Method of filling

RequestHeader.Appld

'NECAHR'

RequestHeader.TraderlD

Trader identification number of the trader that sends the
message)

Content.DocType

ID of the trader message that the trader sends.

Allowed types are:

CC507C-MSG.ECS

CC511C-MSG.ECS

CC513C-MSG.ECS

CC514C-MSG.ECS

CC515C-MSG.ECS

CC547C-MSG.ECS

CC570C-MSG.ECS

CC573C-MSG.ECS

CC583C-MSG.ECS

CC590C-MSG.ECS

CC613C-MSG.ECS

CC614C-MSG.ECS

CC615C-MSG.ECS

Content. MimeType

‘text/xml’
(IE message that the trader sends to AES is always in xml
format)

Content.Data

IE message content
(needs to fulfil XSD of the message listed under DocType)

Corld DocUuid in accordance with the below mentioned definition
of the correlation identificator

Encoding "EMBEDDED'
(IE message that the trader sends to AES is always in xml
format)

Signature Electronic signature in accordance with the document 'Rules

of using the system of electronic exchange of data and
providing service of electronic business of the Ministry of
Finance, Customs Administration (e-Customs)'.

Other attributes are filled in the standard way described in the document Technical specification of

G2B service.
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Defining the correlation identifier in AES:

e The customs system assigns a unique /single DocUuid to every document received in the
customs systems or sent from it.

e The customs system assigns a unique /single DocUuid to every IE message that the trader sent
and forwards it to the trader/trader’s system.

e Every document that the trader receives from the customs system, besides DocUuid, also
contains Corld.

e In the AES application, the filling out of CorID differs depending on whether the trader
receives the error message (IE056 or IE057) or not.
In case of error message, Corld is filled with DocUuid of the trader’'s message to which the
error is applied.

e Otherwise Corld is filled with DocUuid of the last correct (the one for which the error
message IE056 or IE057 was not sent) trader's message for that parcel.
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The image below is a graphic example of using the correlation identifier.

Trader app

G2B Service AES app

L sendDocument (trader sends |E515)—p

(DocUuid = 1)

listMsgBOX—onp
listMsg Response
4=~ ~ ~(Customs sent IE528, DocUuid = 2,~ =~

Forwards |E515———

CorlD = 1)

——sendDocument (trader sends IE513)—]

€ -----. sendDocument Response. — — — — _ _|
(DocUuid = 3)

listMsgBox >
listMsg Response

~ T(Customs sent IE917 (ERROR),

DocUuid = 4, CorlD = 3)

sendDocument (trader sends IE013)—

(DocUuid = 5)

(Customs sent IE556 (ERROR),

listMsgBoX———— ¢

- -—-——-- Forwards IE556. — — — — — — —

DocUuid = 6, CorlD = 5)

—sendDocument (trader sends |E513)—p

€ - - - - - sendDocument Response. — — — — — -
(DocUuid = 7)

listMsgBox: >

(Customs sent IE504,

DocUuid = 8, CorlD = 7)

Forwards IE513— p

(ERROR)

Forwards |[E513———»

listMsg Response
—>
(Customs sent IE529,

DocUuid = 9, CorID = 7)

l¢—Forwards |IE529.

Figure 2. Example of using correlation identifier
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Response Attributes

Description

RequestHeader.Appld

'NECAHR'

RequestHeader.TraderlD

Trader identification number of the trader that sends the
message)

Content.DocType

ID of the document that the trader receives.

In case of IE message, corresponds to the root element of the
matching message + sufix -MSG.ECS.

Allowed types are (always in xml format):

CC504C-MSG.ECS

CC509C-MSG.ECS

CC521C-MSG.ECS

CC522C-MSG.ECS

CC525C-MSG.ECS

CC528C-MSG.ECS

CC529C-MSG.ECS

CC531C-MSG.ECS

CC548C-MSG.ECS

CC551C-MSG.ECS

CC556C-MSG.ECS

CC557C-MSG.ECS

CC560C-MSG.ECS

CC561C-MSG.ECS

CC571C-MSG.ECS

CC574C-MSG.ECS

CC582C-MSG.ECS

CC599C-MSG.ECS

CC604C-MSG.ECS

CC609C-MSG.ECS

CC628C-MSG.ECS

CC906C-MSG.ECS

CC917C-MSG.ECS

In case of the accompanying document, the allowed type is CCEADA-
MSG.ECS (in pdf format) or will be defined subsequently.

Content. MimeType

"text/xml’

Content.Data

Contents of the document (needs to fulfil XSD of the message
listed under DocType)

Corld DocUuid in accordance with the mentioned definition of the
correlation identificator
Encoding ‘EMBEDDED’
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Signature Electronic signature in accordance with the document 'Rules of
using the system of electronic exchange of data and providing
service of electronic business of the Ministry of Finance,
Customs Administration (e-Customs)’

* messages that the customs system sends to the trader are signed by G2B service

Other attributes are filled in the standard way described in the document Technical specification of
GZ2B service.

2.3. Recommendations for sending PR100A message - message with attachments

Recommendations for scanning the attached documents that would be packaged into PR100A
message, for ensuring the optimal operation of AES application and the entire system:

e Scan resolution: 200dpi in black and white as text; if it is not legible, go with 300dpi

e Scan originals or quality copies

e Use dedicated office devices for scanning

e If the document has several pages, store the scans in one PDF document in the order as in the
original document

¢ If mobile phones are used for scanning, an adequate application that can store multiple scans
into one PDF document is recommended (ex. Adobe Scan;
https://www.nytimes.com/wirecutter/reviews/best-mobile-scanning-apps/)

e Maximum size per attachment is 10MB

e Given that the expected size of the message with attachments will in most cases exceed 2MB,
the recommendation is always to send it as a “large document” (see document Technical
specification of G2B service, chapter ,3.1.1. Sending large documents”)

e Supported formats: application/pdf, image/jpeg, image/qgif
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